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Abstract

As technology evolves, so do its emerging uses. While web-
based editing tools (e.g., Adobe, iLovePDF) traditionally sup-
port merging, converting, Large language models (LLMs)
have expanded the capabilities to summarization, translation.
However, increasing use of such tools raises risks to personal
information disclosure, whereas existing protections remain
predominantly service-centric, with limited control for users.
We designed RedactoRestore, a user-controlled tool that oper-
ationalizes reversible obfuscation and restoration of personal
content in documents. Our prototype leverages off-the-shelf
Al models to automatically detect information in documents
and allows users to manage privacy before processing docu-
ments to LLM applications and other tools. Through a user
study with 20 participants, we uncovered how they minimize
personal information disclosure, reacted to frictions such as
inaccuracy with existing Al models, and envisioned design
improvement to support their needs, featuring personalized
redaction, trust indicators for restoration, iterative and con-
versational workflows, and co-creative designs that enhance
user control.
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1 Introduction

The growing integration of large language models (LLMs)
into everyday productivity tools [10, 28, 78] has transformed
how people create, edit, and share documents. On top of
that, contemporary document editing platforms increasingly
embed Al features such as automated drafting, summariza-
tion, and formatting, which require access to substantial
amounts of user-generated content [19, 28, 37, 52, 78]. While
these capabilities offer convenience and efficiency through
co-creation and ideation, they also create emerging privacy
risks [83], particularly when documents contain personal
information, confidential workplace data, or identifiable de-
tails inadvertently disclosed by users. Prior work on self-
disclosure detection and abstraction has largely focused on
online interactions such as chatbots or social media posts [21,
45, 82, 83].

Furthermore, as technology evolves, so too do its appli-
cations. Users are increasingly engaging with LLM-based
systems not only in conversational contexts but also for
processing documents [3, 80]. While web-based tools for
document manipulation (e.g., merging or splitting PDFs)
have existed for some time [18], LLMs expand the scope of
interaction by supporting tasks beyond simple formatting,
such as summarization, translation, and interpretation of
sensitive content. This shift further highlights a gap in ex-
isting research where current approaches to data protection
do not fully account for user-driven interactions with doc-
uments. Recent work has begun addressing these issues by
proposing tools to sanitize inputs before sending them to
LLMs [83], and this addresses privacy in communication,
particularly in a conversational setting. However, document
workflows introduce unique challenges. Unlike conversa-
tional text, documents frequently contain both textual and
visual elements, such as scanned IDs, handwritten notes, or
photographs that require active obfuscation from users. In
practice, this obfuscation is not practical for users to perform
manually, and there is a limited or no integrated solution that
can allow users to obfuscate when processing documents in
LLM-based applications or web-based editing tools. Conse-
quently, this often results in the disclosure of large amounts
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of personal or sensitive information and can heighten the
risks of data breaches and data extraction attacks that exploit
LLM memorization vulnerabilities [12, 13, 81].

To address these challenges, companies often rely on the
techno-legal framework of data minimization outlined in
the General Data Protection Regulation (GDPR) [24], which
requires that data should be “adequate, relevant and limited
to what is necessary in relation to the purposes for which they
are processed.” While practitioners have employed controls
to meet the standards of data minimization through vari-
ous approach, such as, data retention, secure execution in
trusted hardware [35]. However, formalizing the relationship
between data minimization and system performance in data-
driven systems remains an open problem since privacy and
utility needs vary across contexts and individuals, and post-
hoc sanitization may not remove all the information that
users consider sensitive or unnecessary. Furthermore, such
an automated approach from practitioners and developers
may not always capture the context dependent perception
of the necessity of data by users [21]. Hence, contrary to
traditional system-based approaches that attribute the sole
responsibility of data minimization to service providers, its
important to have user-controlled data minimization.

Recent work has explored such user-controlled interfaces
in specific domains, including search engines [67] and LLM-
based conversational systems [83]. Yet, how data minimiza-
tion principles apply to document editing and handling re-
mains underexplored. Documents often combine text, meta-
data, and embedded images, creating multifaceted privacy
challenges [14]. Moreover, the ways in which users interact
within document workflows influence what kinds of privacy
risks emerge. To address these gaps, this paper investigates
the design and evaluation of user-controlled data minimiza-
tion for documents, combining text and image modalities for
both LLM applications and document editing tools. Specifi-
cally, we focus on three research questions:

RQ1: How can we help users identify and mitigate privacy
risks in self-disclosures through Documents while using
contemporary document editing tools and LLMs?

RQ2: When given the opportunity to apply obfuscation
Methods for privacy in documents, how do users interact
with this method?

RQ3: What design opportunities emerge from user-controlled

data minimization tools to reduce interaction friction and
increase privacy awareness?

We present RedacToRestore, a browser extension for Chrome,

which detects and highlights potential personal informa-
tion disclosures in documents in both LLM and PDF editing
tools and then provides users with options to redact, pro-
cess the document for the intended purpose and then restore
from the processed document. By operating at the point
of upload, before any data leaves the user’s local device,
RedactToRestore ensures that users can review and selec-
tively remove personal information prior to engaging with
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third-party tools. Additionally, the restoration feature allows
users to recover the original document content after process-
ing, thereby maintaining its utility for practical scenarios
for example, merging a CV with a cover letter to share with
recruiters.

We conducted usability studies with 20 users on our pro-
totype. Participants demonstrated varied understandings
and preferences regarding redaction styles, often shaped by
factors such as visual tolerance, the type of personal infor-
mation at stake, perceptions of obfuscation strength, and
aesthetic considerations. In case of restoration, participants
expected the process to be verifiable, deterministic, and reli-
able within their workflows. Participants also experienced a
range of frictions in using the prototype to manage private
content (e.g., inaccuracies with the off-the-shelf prototype
version, difficulties with excessive redaction or redaction that
did not meet their need, and evaluating restoration results.)

Accordingly, participants offered design ideas to reduce
these frictions, such as allowing users to more freely make
redaction decisions beyond list selection, such as adjustable
detection thresholds (e.g., low, medium, high sensitivity),
iterative and conversational workflows for refining results,
and clearer trust indicators for restoration, such as accu-
racy scores or explicit confirmation of content integrity. We
discuss how this can inform both the design interfaces and
adaptations to the underlying computer vision models that
support context-dependent privacy management in the doc-
ument. Notably, participants’ reflections extended beyond
individual privacy to collective responsibilities, such as the
applicability of this tool to clinical trial data in protecting
patients, counseling in safeguarding adolescents’ disclosures
from parents, law enforcement/CPS in balancing proof with
confidentiality, and academic and medical contexts when
concerns over others’ PII are embedded in documents.

Additionally, we conduct extensive system evaluation of
RedactoRestore’s detection, redaction, and restoration ca-
pabilities. Our testing shows that RedactoRestore can suc-
cessfully detect and redact more than 80% text PII present
in documents. The tool shows exceptional restoration abil-
ity, with the restored documents being similar to original
ones both visually (avg. 26 dB peak signal-to-noise ratio com-
pared to the original documents), and content-wise (mean
0.98 chrF++ score compared to the original document texts).

2 Related Work
2.1 Privacy Risks in Document Workflows

Privacy concerns related to personally identifiable informa-
tion (PII) have long been central to human-computer inter-
action. Today’s consumer-facing systems, such as recom-
mender systems, search engines, editing tools, and, more re-
cently, large language models, often provide personalized ser-
vices by processing vast amounts of user data. This reliance
often exposes users to both deliberate disclosures (through
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explicit consent or terms of service agreements)[67] and im-
plicit disclosures during routine interactions like document
editing, translation, or extraction [5, 6, 62, 76] Another form
of implicit disclosure arises during routine task performance,
such as document editing, translation, or information extrac-
tion. For instance, individuals frequently rely on online tools
like iLovePDF or Canva to merge, split, or edit documents.
Prior work has documented cases where students used these
free tools to process sensitive materials such as academic
transcripts, CVs, or other professional documents.

More recent studies highlight similar patterns in the use of
LLM-based applications, such as summarizing legal or finan-
cial documents [44], or seeking financial advice by uploading
bank statements [71], understanding a medical report includ-
ing text and images in layman’s terms [69]. In addition to
processing their own data, individuals are also starting to use
LLM tools to handle others’ documents, such as reviewing
student work in professional and institutional contexts [39]
with limited to no guidelines. Such practices echo concerns
in the privacy literature on bystander privacy [59], where
one individual’s actions expose another person’s personal
information, often without consent or awareness.

Furthermore, recent cyber threat incident database from
the FBI and infosec advisories highlights that free file con-
verter tool can lead to data theft and ransomware, leading
some organizations to ban the use of web-based converter
platforms [23]. In parallel, many university IT & consumer
security advisories also emphasize that the use of external
tools poses significant privacy and compliance risks [41],
particularly in the handling of student data. While popular
sites (e.g., iLovePDF) advertise encryption and deletion poli-
cies, these assurances often lack transparency fromthe user’s
end and often offer limited opportunities for user control.

2.2 Operationalizing Data Minimization for PII in
Documents

Data minimization is a core principle specified in Article
5(1)(c) of the European Union’s General Data Protection Reg-
ulation (GDPR) which requires that "personal data shall be
[...] adequate, relevant, and limited to what is necessary in
relation to the purposes for which they are processed” [1].
It is traditionally framed as a legal and privacy-by-design
principle mandating that online services collect only data
that is necessary for pre-specified purposes, meaning that
data collection remains proportionate and purpose-bound
to data-driven systems. Consumer-facing systems such as
recommender engines, search platforms, and IoT devices
have historically balanced personalization with large-scale
data harvesting [8, 73]. In this setting, data minimization
functions as a risk management mechanism, tempering con-
cerns about surveillance capitalism [84], while preserving
the value of data-driven services for both enterprises and
end users. A recent techno-legal analysis of data minimiza-
tion revealed, however, that one of the main obstacles to

compliance with this principle in the context of such data-
driven systems is the scarcity of appropriate computational
operationalizations [24].

An additional challenge lies in the fact that the definition
of data minimization ties the necessity of data to the purposes
of data collection — and how to formalize this relationship is
still largely an open question in data-driven systems. Several
recent computational approaches to data minimization in
personalized systems propose, for instance, to tie purpose
collection to improvements in the service [9, 66]. However,
such an automated approach may not always capture the
context-dependent perception of the necessity of data by
users [24].

This gap is even more pronounced in emerging applica-
tion paradigms. The rapid growth of large language models
(LLMs) into everyday productivity tools has transformed
how people knowingly or unknowingly share information [10,
28, 78]. With the adoption of Large Language Models (LLMs)
within web-based collaborative editing tools, users are no
longer merely supplying structured signals (clicks, prefer-
ences, sensor data), but are directly sharing free-form doc-
uments rich artifacts that combine textual and visual PII.
Examples include uploading résumés, contracts, medical re-
ports, or scanned IDs into Al-powered writing assistants,
PDF editors, or online translation services with added com-
plexity due to multimodal information, such as text, images.
These new forms of interaction expand the scope of privacy
concerns where it’s still not clear if traditional data mini-
mization principles are adequate. In document-centric LLM
and editing workflows, users play an active role in minimiza-
tion practices to decide what to minimize before sharing
or processing, and how to structure their documents for
safe sharing. Consequently, the design space for data mini-
mization expands beyond provider-side constraints toward
user-oriented controls that reflect the realities of human-AI
document interaction.

In this work, we extend the literature by explicitly situ-
ating document privacy, including both text and image PLI
within the broader application of data minimization

2.3 Computer Vision Tool for Managing PII

A growing line of work treats PII management in images as
a computer-vision problem spanning (i) text-in-image PII
(names, IDs, addresses), (ii) non-text visual PII (faces, license
plates, tattoos), and (iii) proactive anonymization/cloaking.
Recent work has applied state-of- the-art computer vision
techniques to automate PII management. The range of work
varies from using multimodal models to ensemble-based ap-
proaches. Thetbanthad et al. (2025) used OCR and LLMs to
identify and redact PII text on product labels or scanned
documents [74]. Microsoft Presidio [42] offers its own im-
age redactor [55], which uses OCR on top of Presidio’s text
analyzer, consisting of Regex and NLP-based models to de-
tect and redact PII text entities in images. Recent industry
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Figure 1. Assets and adversaries in document workflows. (a) Assets: Categories of sensitive information that require protection,
including document content, metadata, derived data, and keys or access controls. (b) Adversaries: Potential threat actors who
may target these assets, including external attackers, service providers, malicious insiders, and adversarial prompts.

and academic works increasingly replace or augment NER
with LLMs or multimodal LLMs. For example, Thetbanthad
et al. [75] present an OCR to llm pipeline targeted for use
cases such as drug-label images to meet PDPA requirements
in Thailand. This has been utilized in healthcare to sanitize
prescriptions and documents.

In the area of visual PII, Orekondy et al. (2017) created
the Visual Privacy (VISPR) dataset [50] and trained an SVM
model using features extracted from fine-tuned CNNs to
build a Privacy Attribute Predictor, which predicts one or
more of 68 privacy attributes based on an image. Orekondy
et al. [48] proposed a model for automatic redaction of vari-
ous private information in images, achieving a performance
of 83% compared to ground-truth redactions. Another line
of work synthesizes or transforms human appearance so
that identity cannot be recovered, while task utility (e.g.,
pose, scene context) remains. For instance, DeepPrivacy
and DeepPrivacy2 use conditional GANs to inpaint faces,
which achieve realistic anonymization [33]. Another form
of privacy-preserving method, image cloaking (e.g., Fawkes),
that subtly perturbs images to poison downstream recogniz-
ers, reducing the chance that future face recognition models
can learn or match an identity [65].

By contrast, document-centric scenarios, for instance, scanned
contracts, invoices, and medical records, pose hybrid chal-
lenges, particularly when those include both text and im-
ages and can have PII with different level of sensitivity for
end users. Current literature offers few integrated solutions
explicitly designed for this dual-modality problem. In this
work, we explore document PII management within llm and
pdf online editing tools. We believe this will not only ad-
vance compliance tools but also open new directions for

privacy-preserving document sharing in healthcare, legal,
educational, and enterprise contexts.

2.4 Threat Model

Modern document workflows frequently involve delegating
tasks to third-party services, including PDF editors, cloud
storage solutions, and large language model (LLM) appli-
cations. At every stage, uploading, processing, storing, and
producing files and documents might be vulnerable to risks
that threaten privacy [25, 27]. Sensitive data encompasses
not only the actual text but also embedded media (such as
scanned identification documents and images), metadata (in-
cluding filenames and timestamps), and derived outputs (like
embeddings and summaries). Threats can originate from var-
ious sources, including external attackers who can intercept
data during transmission, service providers who retain or
analyze more information than intended, insider abuse who
might have privileged access, or even manipulative prompts
that take advantage of LLM weaknesses. Collectively, these
risks broaden the exposure for sensitive documents.

Our threat model, therefore, considers document work-
flows as a series of assets and adversaries, with each step
featuring distinct vulnerabilities. In the case of PDF tools,
threats can include network interception, long-term file re-
tention in caches or backups, and alterations during the
delivery of outputs. For LLM services, risks involve direct ac-
cess to uploaded files [70], leakage through embeddings [20],
prompt injection attacks [15, 29], and outputs that unin-
tentionally disclose concealed information. We propose a
redact-and-restore mechanism addresses these threats by
ensuring that only obscured content is processed by external
services, while restoration keys and mappings stay under
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the control of the user, thus minimizing the exposure of sen-
sitive information throughout the workflow. More details on
threat model are in Appendix A.

3 RQ1: RedactoRestore Tool
3.1 Overview

Our system, !, is designed to let users safely process docu-
ments (PDFs, DOCX, scanned images) with third-party tools
and LLM services without exposing sensitive information.
The workflow has three main stages: 1) Detection & Obfus-
cation. Sensitive text and visual regions (names, IDs, faces,
signatures, barcodes, etc.) are automatically detected. Obfus-
cation is applied in a non-destructive way (text placeholders,
visual overlays, and metadata stripping). 2) Processing by
External Services. The redacted or masked artifact is passed
to untrusted services (e.g., editing tools, LLM summarizers).
External systems only see obfuscated content and never the
raw sensitive data. 3) Restoration & Recovery. After external
processing, the system validates and restores the obfuscated
regions using a locally controlled encrypted vault. Origi-
nal document fidelity is preserved, and third-party edits are
merged safely. So, this design allows users to minimize their
information, where users can perform document tasks with-
out losing control of their data.

3.2 Design Goals

When designing Redacto-Restore, we aimed to protect sensi-
tive information in document workflows while preserving
the usefulness of third-party tools such as editors and LLMs.
Our design goals emphasize that (i) private content should
never leave the user’s trust boundary in raw form, (ii) pro-
tection should not come at the cost of document fidelity,
and (iii) different modalities in a document demand different
protection strategies.

D1: Data Minimization by Obfuscation: All sensitive
information must be concealed before any document leaves
the user’s trust boundary. External services receive only
obfuscated artifacts such as placeholders in text or overlays
on images. It ensures that raw identifiers and personal data
are never exposed during third-party processing.

D2: Reversible Fidelity: Unlike destructive redaction,
our approach maintains a zero-loss mapping between obfus-
cated regions and their original content. Every placeholder
and overlay is anchored to its source, allowing users to later
restore the document to its complete original form without
information loss.

D3: Modality-aware Data Minimization: Documents
often contain a combination of text, images, and metadata,
each requiring different handling. Our system therefore em-
ploys BERT-based models for text, segmentation models for

Thttps://anonymous.4open.science/r/RedactoRestore/

visual elements, and encryption for metadata. This modal-
ity based design provides better performance and specific
privacy enhancement across the entire document.

3.3 System Design

Our system design (Figure 2) comprises five modules that
together enable privacy-preserving data minimization fea-
tures (details on component in Table 1) in visual content
processing.

Ingestion & Preprocessing. This module imports the
user’s given file and prepares it for analysis. An Importer
module helps load the file and parses its content. A Type
Identifier routes content into a PDF or Image path. Pages
with selectable text or OCR output pass through Text Pre-
processing to the Text Coordinate Extractor, which produces
word/line-level bounding boxes in a page-normalized co-
ordinate system. Embedded images undergo Image Prepro-
cessing. A lightweight detector (YOLOv10) supports the Im-
age Segment Extractor by proposing candidate regions (e.g.,
faces, signatures, badges) and extracting polygons for down-
stream analysis. This module outputs a unified, per-page
coordinate space so that both textual spans and image re-
gions are addressable in the same geometry:.

Sensitive Information Detection. Next, the system iden-
tifies sensitive data within the extracted text and images. To
incorporate precision, we integrate separate specialized Per-
sonal Identifiable Information (PII) models to automatically
detect personal identifiers before merging their outputs. A
text PIl model processes extracted content to classify entities
such as names, emails, phone numbers, addresses, and ID
numbers. In parallel, a document layout model segments
structural elements (paragraphs, tables, figures) so that de-
tected entities can be grounded in their exact model context.
For visual content, the system applies a hierarchy of de-
tectors. An instance-segmentation detector, implemented
with YOLO is fine-tuned on BIV-Priv-Seg to localize privacy-
sensitive visual regions (e.g., bill receipts, medical documents,
license plates, ID cards, etc.). A face detection model and a
logo detection model are also incorporated to prioritize high-
risk classes. A face detector provides robust coverage for
facial images, while a logo detector identifies corporate or
institutional marks that may reveal affiliation. These outputs
are filtered and ranked, ensuring that overlapping or redun-
dant detections are consolidated rather than double counted.
Finally, a coordinate mapping module unifies text and image-
based detections into a single set of redactables, each an-
chored by a unique identifier and spatial coordinates. By the
end of this stage, the system produces a list of sensitive text
snippets, image regions, and their precise positions, forming
the basis for downstream redaction and secure storage. These
routing logic in this module addresses D3 (Modality-aware
Data Minimization). It distinguishes text, images, and meta-
data and feeds them to modality-specific analyzers which
allows each data type to benefit from specialized privacy and
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Figure 2. Overview of the system architecture with five core modules (1-5) supporting sensitive data redaction and restoration.
The workflow begins with file ingestion, followed by automated detection and visual obfuscation of sensitive content, secure
storage of original data, and eventual restoration of data after third-party use.

performance strategies. This separation is important in the
context of accuracy across heterogeneous document content.
More specific implementation details of this module design
can be found in Appendix A.3.

Metadata Extraction & Redaction. In parallel with con-
tent scanning, the system has the metadata as well. Any such
metadata is collected and encrypted, then removed from the
file. The module then applies visual overlay obfuscations to
the sensitive content identified in the previous step. Depend-
ing on the redaction style, this could mean placing black bars
on text, inserting placeholder text like “[REDACTED]”, or
covering areas with blurred space. These overlays are sized
to the text coordinates, ensuring that the sensitive informa-
tion is completely concealed in the document’s visible form.
At this point, the file’s visible content no longer contains
private data. This redaction pipeline along with sensitive
information detection directly support D1 (Data Minimiza-
tion by Obfuscation). It confirms that sensitive text spans and
image regions are identified before any external processing.
By outputting redacted regions, the module guarantees that
raw identifiers never cross the user’s trust boundary.

Data Storage & Security. All original sensitive infor-
mation (text and metadata) is securely preserved for future
restoration. The system serializes the details into a JSON
structure, including the content, category, and position of
each item. This JSON is then encrypted (e.g., with a symmet-
ric key) and stored on a secure server. Audit logs are also
recorded of what data was redacted and when, providing
transparency. This security module ensures that sensitive
data never leave the trusted environment in plaintext form,
yet remain available for re-insertion when needed.

Restoration & Reconstruction. This final module allows
the original document to be reconstructed after the file has
been processed by an untrusted third-party service. It first
performs validation to confirm the redacted version is the
same file that was processed using embedded markers. The
module then decrypts the stored JSON to retrieve the original
sensitive entries. To restore the content, the system parses

the redacted version to identify and systematically remove
the redaction overlays or placeholder text from module 3. The
original text and metadata are then regenerated in their exact
locations. By the end of this stage, the redacted places are
restored to their original state, with all sensitive information
put back in place as if it had never been removed. This design
confirms that users can share a redacted content with third-
party services (for tasks like editing or analysis) and later
recover the unredacted version for their own use. Finally,
this step operationalizes D2 (Reversible Fidelity) by validating
the redacted file and reinserting the original material exactly
where it belongs.

3.4 Data Minimization

A central principle of RedacToRestore is data minimization
so that external services should only receive the information
that is strictly necessary to perform the requested task. This
design ensures that the risk of disclosure is reduced without
sacrificing utility. Our system enforces minimization at three
levels.

Content-level minimization: Before documents leave
the user’s trust boundary, all sensitive text spans and vi-
sual regions are replaced with placeholders or covered with
overlays. This ensures that third-party editors and LLMs
cannot access raw identifiers (e.g., names, account numbers,
signatures).

Metadata Minimization: Document metadata (e.g., cre-
ation date, author, device tags, geolocation) is extracted, en-
crypted, and stripped from the file. External tools never see
hidden metadata that could reveal contextual information
about the user or their environment.

Task-aware Minimization: For LLM tasks (summariza-
tion, Q&A), only masked text is forwarded, preserving se-
mantic structure but removing sensitive tokens. For editing
or analytic tasks, the system forwards a visually redacted
artifact that preserves layout and formatting but conceals pri-
vate content. For file sharing, users may opt for irreversible
redaction when restoration is not required.
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Unlike conventional redaction tools that permanently de-
stroy information, RedacToRestore maintains a zero-loss
mapping between every obfuscation and its original form,
stored in an encrypted vault under user control. This allows
documents to be fully restored after third-party processing.
It guarantees that no unredacted data ever leaves the trusted
environment. Since the original content is only restorable
with the locally held vault and keys, minimization is not only
technical but also enforceable at the control level.

4 User Study Protocol

We followed an iterative user-centered design process in
three stages: an initial formative study, a pilot, and a main
study. We conducted a lab-based interview experiment to
investigate our research questions in introduction 1 of how
people interact with the user-controlled data minimization
tool with obfuscation manipulations in managing private
content for documents and design insights for reducing fric-
tions in the use of Al-assisted user-controlled data minimiza-
tion.

These research questions were informed by the results
from the formative study and the subsequent pilots. In the
formative study, we included five participants, and we used
RedactToRestore as a technology probe [34] to field-test the
usefulness of data minimization for personal information
while users were uploading and processing documents in
online editing tools. During the field test, we only explored
text-based documents for the case of online editing tools such
as Adobe, iLovePDF, which are free for users to process docu-
ments to convert, compress, merge, splits and perform other
task. During our formative study, we learned the emerging
behavior of participants using the LLM tool, mainly Chat-
GPT as an alternative of many tasks they did with online
editing tools. We also learned frequent cases, where people
were processing documents with both text and images. We
then improved the RedactToRestore design consideration to
support both text and image-based documents and adapted
the tool for ChatGPT to better support the users’ needs. Next,
we piloted the new design with four participants and made
further improvements. Finally, our main study included 19
participants. Details of the formative study and the pilot
study are included in the appendix ??. This research is IRB
approved.

4.1 Participants

Participants were recruited through Prolific and snowball
sampling. We implemented screening criteria that necessi-
tated participants to have prior experience with ChatGPT
and a web document editing tool. This guaranteed that par-
ticipants possessed relevant experiences and were able to
provide practical insights. Out of the 78 individuals who

finished the screening survey, we randomly chose 20 partici-
pants. Each participant received a compensation of $20 USD
for a one-hour remote interview conducted via Zoom.

Age distribution of the participants was as follows: 8 were
aged 18-24, 8 were 25-34, 2 were 35-50, and 2 was over 45.
Among Those interviewed, 15 used ChatGPT several times
a day, 3 used it once a day, 1 used it several times a week.
Those interviewed, 6 used Web document editing tool sev-
eral times a day, 5 used it once a day, 3 used it several times
a week, and 6 used it less than once a week. The majority
of Participants had concerns about exposing personal in-
formation (e.g., name, address, phone number, email, photo,
educational records) and 17 self-reported wanting to to min-
imize unnecessary information sharing with ChatGPT and
the document editing tool, however, find it cumbersome and
time-consuming to do on their own. Details of the demo-
graphic is in Table 2.

4.2 Study Design

Participants filled out a short pre-study survey about their
demographics and experiences with document processing,
and then participated in a 90-minute remote study session
via Zoom. The full protocol is included in the Supplementary
Materials. Below, we detail the data minimization tasks.

4.2.1 Data minimization Task Document Selection.
To provide a degree of ecological validity for the study tasks,
we selected a document type primarily considered as pri-
vate from the VISPR, Vizwiz, Bivpriv dataset [30, 50] where
documents such as educational and financial raise privacy
concerns. We selected two from these categories, which in-
clude both text and images in the document. We used open-
source prop documents from the Bivpriv literature [68] in
this study. These documents do not contain any real personal
information, but they are designed to include representative
types of personal data, making them suitable for evaluating
the tool. We also used a test document at the beginning of
this study to familiarize participants with the tool, while the
remaining two were reserved for the main data minimization
tasks. Last, in the pre-study survey, we asked participants
to bring one of their own documents. It allowed us to learn
about how participants may experience our prototype with
their own photos compared to others’.

4.2.2 Procedure. The study session was conducted via
Zoom and included three parts: (1) initial understanding and
familiarization task and tool, (2) data minimization tasks
followed by a session-level satisfaction survey, and (3) post-
study interview and usability survey. Participants were re-
quired to join the Zoom call from a laptop and share their
screen during the study tasks (with consent). During the
study, with a researcher’s support, all participants were suc-
cessful in setting up the study environment, which uses the
data-minimization extension locally on their computer.
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Table 1. Examples of task-aware data minimization in Redacto-Restore.

Task What External Service Sees

What Stays Local

Benefit

Summarization via LLM Masked text with placeholders
(e.g., NAME_1, ORG_2); docu-

ment structure preserved

PDF/DOC Editing Visually redacted artifact (over-
lays on sensitive text/images;

stripped metadata)

Restoration after Processing N/A

Original text strings and coordi-
nate mapping in encrypted JSON

Underlying text, images, and
metadata stored securely

Vault and keys required for recon-
struction

LLM produces coherent sum-
maries without accessing raw
identifiers

Editors can adjust layout without
exposure of personal details

Guarantees only the user can fully
recover the original document

@ Upload Redaction Process Restoration
\ 1 2 3 4 5
ion & Sensitive i Extraction ®  DataStorage & i
I , Preprocessing Detection & Redaction Security E— Restoration

receipt == receipt o=

= o a7
[roTa sea.12) LEEL =

Do you want to redact the file first? |
4 207
This ]

ISECEl  Redact File

receipt

receipt =]

Figure 3. Workflow of the RedactoRestore system. The pipeline consists of five modules: (1) Ingestion & Preprocessing,
where the document is imported and prepared; (2) Sensitive Information Detection, where personal identifiers in text or images
are located; (3) Metadata Extraction & Redaction, where sensitive fields are encrypted and obfuscated with overlays; (4) Data
Storage & Security, where original content and coordinates are preserved in encrypted JSON alongside audit logs; and (5)
Restoration, where validated files are reconstructed by removing overlays and reinserting original content. This design ensures
that external services only see obfuscated artifacts while users retain the ability to fully restore original documents.

Initial understanding and familiarization task. The
researcher first guided participants through the processing
of the test document with the tool. To gauge the initial under-
standing of the relevant privacy, participants discuss relevant
information in the test document that they would consider as
private and would like to redact when processing it. Then, to
gauge understanding of the visual concept, participants were
instructed to look through all the action options (Blackout,
Blur, Text Replacement).

Data Minimization Task: Readaction & Restoration
of Personal Information. Our study design involves three
sessions where participants process documents in ChatGPT
and iLovePDF while using RedactoRestore tool. From these
three sessions, in one session participants used (a) their own
documents that they were instructed to bring during the
experiment, (b) an education document, and (c) a financial
document. To mimic a real-world setup where Al-enabled

obfuscation often has inaccuracies, we enabled our privacy
extension with off-the-shelf models for data minimization to
not only explore how people interact with the data minimiza-
tion options, but also explore how inaccuracies in Al-assisted
data minimization may influence participants’ use of them.

Participants independently reviewed and redacted per-
sonal information from three documents. They were in-
structed to think aloud during the tasks and "about what they
consider personal in each document, what data they would
like to minimize before processing/uploading the document,
how they want to redact they want to do in each document,
after redacting, how do they think the data minimization
went with the tool compared to their expectation, choose
any processing they would like to do after the redaction (e.g.
compress, merge, split, summary or translation of pdf). At
the end of processing each document, we asked participants
about: (a) considerations in deciding what/how to redact
(e.g., “Why did you decide to manipulate the document this
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ID Location Gender Age Group ChatGPT Usage Privacy PDF Tools Usage Privacy
Concern for Concern for
ChatGPT PDF Tools
P1  PA,USA Male 18-24 Content analysis & summariza- Y iLovePDF (merge, split) N
tion
P2 PA,USA Male 18-24 PDF-to-Word conversion Y Adobe (convert) Y
P3 USA Female 25-34 PDF-to-Excel conversion Y (convert) Y
P4 PA,USA Female 18-24 Data analysis Y (sign) N
P5 TX, USA Male 45-54 Content analysis & summariza- Y (merge) N
tion
P6 USA Male 18-24 Summarization Y (merge) N
P7 USA Female 18-24 Summarization Y iLovePDF, png2pdf (compress, N
convert)
P8 VA,USA Female 18-24 Reading Y (merge, split) Y
P9 USA Male 18-24 Content analysis Y Adobe (Sign) Y
P10 USA Female 45-54 Historical reading N iLovePDF (merge, split, edit) N
P11 USA Male 18-25 Quiz study Y CamScanner (scan, convert) Y
P12 USA Female 35-44 Content analysis Y Adobe (edit) Y
P13 USA Male 25-34 Summarization & formatting Y (merge) Y
P14 USA Female 25-34 Data analysis Y SmallPDF, iLovePDF Y
P15 USA Male 25-34 Data analysis Y (merge, split) Y
P16 USA Male 25-34 PDF editing Y Adobe (compress, edit) Y
P17 USA Male 25-34 Content analysis Y (merge) N
P18 USA Female 25-34 Summarization Y SmallPDF (edit) Y
P19 USA Female 25-34 Summarization & reading Y Adobe (merge, sign, edit) N
P20 USA Male 35-44 Calculation Y (edit) Y

Table 2. Participant demographics and tool usage/concerns. Y = Yes, N = No.

way?”) (b) experiences with the data minimization interac-
tion (e.g., “How would you describe your experience of ex-
ploring and redacting personal information with our system
so far?”,'How would you describe your experience of restor-
ing of personal information in your processed document
with our system so far?); (c) design feedback (e.g., “What
Additional information you would like to know during this
interaction?). Lastly, we asked in case of inaccuracy in redact
or restore to (d) share how they envision such inaccuracies
to influence their use of the Al-assisted data-minimization
tool.

Post-study interview & System Usability: Participants
were asked how they felt about the overall idea of using this
type of application to support their privacy management in
documents. What are some disagreements they have with
Al-assisted data minimization, turst towards the tools, etc.
The researcher also probed for benefits and frictions they
foresee in using this type of tool and how participants may
use it differently in real life. Lastly, participants were asked
to rate the usability of the system using the SUS [40].

After every session, we evaluated subjective preferences
by having participants rate their satisfaction with the data
minimization task facilitated by our privacy extension. We
posed four questions using a 5-point Likert scale that concen-
trated on the decrease of unnecessary disclosures, perceived
reductions, privacy concerns, and intentions to use, inspired
by the existing literature [83].

4.3 Data Analysis

Qualitative Analysis. Our data gathering was conducted
through (1) observational notes, (2) screen recordings cap-
turing participants’ interactions with the prototype, and (3)
audio recordings of the study that were later transcribed. Af-
ter completing the study, all video segments unrelated to the
prototype interaction were eliminated, and the remaining
clips were trimmed to focus solely on the prototype interface.
We utilized a thematic analysis method for evaluating our
qualitative data, as described by Braun and Clarke [11]. The
first author examined all transcripts and observational notes
to create an initial codebook and coded the entire dataset.
Subsequently, the second and third authors randomly chose
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half of the coded transcripts for review. They then worked
together to refine the codebook and identified key themes.

Quantitative Analysis. We analyzed system usability
using the System Usability Scale (SUS) [40]. SUS contains 10
standard questions to assess the usability of a system and
each question has selection opinions on a 5-point Likert scale
from “Strongly Agree” to “Strongly Disagree.” Participants
read questions such as “I think that I would need the support
of a technical person to be able to use this system” and “I
found the system unnecessarily complex” and then provided
their ratings. The ratings will be aggregated to produce an
SUS score ranging from 0 to 100.

5 RQ2: Interaction of Users with
Obfuscation Method in Documents
5.1 User Workflow and Decision Making

5.1.1 Workflow Overview. Figure 3 presents a summary
of participants’ general workflow. All data minimization
tasks began with an initial exploration of the identified list
of personal information by the tool. On average, each initial
check took 70.6 seconds (Min = 34; Max= 127; SD = 44.6).
Typically, participants used the checklist to select which
information they wanted to redact, where N:8 participants
made choices from the checklist for one or more documents
while the rest relied on the automated identification list and
select all for redaction. Participants relied on both their
own judgment and the exploration of the detected personal
information list (e.g. “looks like it detected almost everything,
but ’lue" is not a name in my document, seems like the tool is
somehow detecting this as a name. I am gonna tick it off (P9)”).

After making redaction list choices, participants inter-
acted with the redaction style. The majority (N: 16) chose
blackout as redaction for one or more documents from the
three tasks. Some participants (N: 7) also went back and forth
between the redaction methods (Blur and Blackout) to un-
derstand which one they liked for the particular document.
Most participants (N: 17) did not explore the redaction style
text replacement. One of the reasons for choosing blackout
could also be the order effect of this option in the tool, which
appeared first. Thus, we discussed it further to understand
their preferences with the redaction style and considerations
in section 5.1.2.

In reviewing redacted changes, participants in general
needed to explore all the information to evaluate the docu-
ment area that had been redacted and ensure the absence of
private information. On average, the check for the redacted
document took 24.7 seconds (Min: 10, Max: 35.7, SD: 7.8).
However, they explained the review for redaction might not
always be reliable from the users’ end if, in the real world,
there is a document with many pages. P20 mentioned ‘Tt
looks great in first glance, back in my mind I am thinking if
I reviewed it well. I could use some automated confirmation
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with a before-and-after word count to validate my review. You
know it doesn’t even need to know what words since I will not
have time to check if the before and after word list, just a count
would be great”

After minimizing personal information in the documents,
participants carried out their intended tasks on the
redacted files using ChatGPT and iLovePDF (as they would
normally do). For the education document, Most partic-
ipants (n = 11) asked ChatGPT to review their CV for im-
provements (e.g., “What could I improve on, or what changes
can I make to be more presentable to recruiters?” (P6)). Some
participants (n = 2) were prompted to draft a cover letter
or summary based on their CV (e.g., “Help me draft a cover
letter that matches this resume” (P12)). A few (n = 2) asked
ChatGPT to suggest job opportunities based on their experi-
ence section on CV. With iLovePDF, participants primarily
used document editing functions, including splitting (n =
6) and compressing (n = 13). For the financial document
(bank statement), very few participants had previously per-
formed tasks in ChatGPT as it also reflected during the tasks,
four participants asked ChatGPT for financial advice, such as
how to trade cryptocurrency based on their financial history
(e.g., “Summarize my report and suggest how I should divide
my assets into different stakes”). This suggests that partici-
pants viewed financial records as too private to share with
ChatGPT; however, the majority (N: 17) used iLovePDF to
compress and split during the task as they do it often in real
life.

Finally, participants utilized the document restoration
and document review. We found participants sharing a gen-
erally positive attitude towards restoration of processed doc-
uments (e.g., compressed, merged, etc), only if the restoration
of the information is accurate. On average, participants took
30.4 seconds (Min: 12.4, Max: 34.3, SD: 6.3) to review the
restored document.

5.1.2 Redaction Considerations & Privacy Conceptu-
alization. Most participants (N = 14) were familiar with the
idea of concealing private content but had never applied such
techniques in documents. In contrast, many had previously
used redaction methods like blurring in visual media (e.g.,
photos) while their primary motivation was for aesthetic
purposes, for instance, blurring a background to emphasize
the subject in the foreground. The consideration of redaction
style depends on their perception of the level of accuracy of
those methods in redaction, different visual tolerance, type
of personal information, and aesthetics.

Most participants commonly recognized blackout as reli-
able. They trusted it because it gave a clear, visible signal that
sensitive information was intentionally hidden. They noted
that “it felt final and more secure that it can not be retrieved
later on.” (P17). To emphasize the perception of complete
redaction with blackout over other styles, a few mentioned
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that they must apply blackout if the document involves So-
cial Security numbers, phone numbers, and home addresses.
However, a few disliked blackout and considered it visually
obtrusive, for instance, P12, shared “black colors look weird,
it limits my vision to read through the document.”

Some participants chose to use blur or text replacement
during tasks if their goal was to share or reuse the content
while maintaining readability (frequently happened when
they performed tasks in their own document), for example,
in course assignments, research reports, or thesis documents,
especially when the material contained little personal infor-
mation. P1, in contrast, explained text replacement as more
effective for privacy “Twould prefer is text replacement. While
blurring can look more aesthetically pleasing, text replacement
feels far more private. With blur or blackout, the original text is
still technically there, just hidden, so it could still be picked up
by certain programs. But with text replacement, the sensitive
information is removed entirely, leaving nothing for those sys-
tems to detect. That’s what makes it the most privacy-protective
option.” Some expected to have a combination of redaction
style with automated and manual control, selective redaction
which we presented in section 6.

These findings suggest that redaction is not perceived
solely as a technical act of data removal but as a privacy
practice intertwined with visibility, trust, and agency. Pref-
erences for redaction largely depends on different concep-
tualizations of what it means to be “safe” and contextual
appropriateness.

5.1.3 Perceived Trust of Restoration. Across partici-
pants, the restoration feature emerged as both a source of
reassurance and skepticism. Many treated it with a verifica-
tion mindset, explicitly testing whether hidden information
could in fact be brought back intact. P16 noted ‘T am redact-
ing the file to make sure its completely blacked out and to
see if restoration really works.” At the same time, restoration
was widely valued for resolving the tension between pri-
vacy and usability. However, trust in restoration depends on
many factors, including validation, accuracy, completeness,
and document type. Trust was also shaped by where the
restoration occurred. As P4 said ‘I like this process since its
happening locally on my device on point of upload rather after
upload, it gives me assurance that data was not being inter-
cepted.” Some participants highlighted the need for verifica-
tion mechanisms to ensure that restored files truly matched
the original. As, P9 said “if it is able to show me that the origi-
nal, the information it actually restored, like 10 out of 10 words
match, I would be more comfortable.” This indicates that con-
fidence in restoration was tied to measurable validation. At
the same time, some participants expressed skepticism about
restoration processes that rely on generative Al models as
P14 explained ‘T would be concerned if the tool uses LLM mod-
els. Because, Ilm hallucinations.” These findings show that

participants’ trust in restoration is shaped by interlocking ex-
pectations such as, verifiability, determinism, and workflow
reliability.

5.2 Experience with the Prototype

5.2.1 System Usability Scale (SUS) Analsyis. After par-
ticipants completed tasks such as uploading a file, detect-
ing sensitive information, customizing redaction styles, and
restoring original content, we performed the System Usabil-
ity Scale (SUS) survey to measure the overall usability of
RedactoRestore. SUS provides a standardized measure of per-
ceived usability, where scores range from 0 to 100 and values
above 80 are considered excellent [4].

Across 19 participants, RedactoRestore achieved an av-
erage SUS score of 87.2 (SD = 6.4, median = 87.5). The dis-
tribution of scores was tightly clustered, with a minimum
of 75 and a maximum of 97.5(Figure 4). The density shows
that more than four-fifths of participants (16 out of 19) rated
the tool above 80, which is commonly interpreted as “ex-
cellent” These results suggest that the prototype was not
only perceived as usable, but as exceeding the usability ex-
pectations for productivity and security tools. We further
examined the scores of the ten SUS questionnaire items to
identify specific usability highlights. The highest-rated item
was Q1 (frequency of use), with an average rating of 4.68
out of 5 (converted to 9.21/10 in SUS contribution). This indi-
cates that participants strongly agreed they would like to use
the system frequently. It suggests high perceived utility and
likelihood of adoption. Participants also gave very positive
ratings on ease-of-use: for example, Q3 (“the system is easy
to use”) and Q7 (“most people would learn to use this system
very quickly”) both received high agreement. Negative items
such as complexity (Q2) and cumbersomeness (Q8) received
very low agreement, which indicates that RedactoRestore
was rather seen as straightforward. The lowest-rated item
was Q10, which asked whether participants needed to learn
a lot before getting started. Most users disagreed with this
statement, but a small number of participants did report a
bit of an initial learning curve.

Overall, the SUS score of 87.2 places our tool on par with
the usability ratings of widely adopted productivity and secu-
rity applications, which highlights its potential in real-world
document-processing workflows.

5.2.2 Satisfaction Ratings. With SUS usability scores,
we examined session-wise satisfaction ratings to understand
how participants perceived RedactoRestore across different
document contexts. Each participant used the system in three
scenarios: 1) their own document, 2) an educational docu-
ment, and 3) a financial document and rated their satisfaction
on a 5-point scale (1 = Very Dissatisfied, 5 = Very Satisfied).

Across all three sessions, satisfaction remained consis-
tently high, with median scores of 4.75 for the Own Docu-
ment session, 4.5 for the Educational session, and 4.25 for
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the Financial session (Figure 5). The boxplot distribution
shows an almost ceiling effect in the Own Document condi-
tion, where many participants chose the maximum rating
of 5, which reflects a very strong endorsement. Satisfaction
in the Educational and Financial sessions was slightly lower,
but still satisfactory, with most ratings falling in the 4 to 5
range. It suggests a greater utility of the tool not only on own
documents but also effective in more challenging document
contexts. Notably, no participant gave the lowest rating of 1
(“Very Unsatisfied”) in any session. The standard deviations
ranged only from 0.37 to 0.48 across sessions, which means
participants’ satisfaction scores were not only high on av-
erage but also quite consistent, with little spread between
individual ratings. It indicates that all users had at least a
positive experience in each case.

6 ROQ3: Frictions, Design Insights & Privacy
Awareness

6.1 Inaccuracy with detection with the Of-the-shelf
Prototype

To nudge the discussion considering a world scenario where
our tool created with off-the-shelf models, Al can miss some
detection or new private category which they are not trained
with. To mediate those inaccuracies, the participant expected
the ability to add items the Al missed, stressing that Al can-
not be correct all the time. P8 notes “It'd be good to have an
option, an option for to add new items as private” Simialrly
P11 suggested another option where he could actively do
redaction within the tool if it misses some information “if
there was an option to have, like, a manual redaction, like, if
after the Al is done processing, you could also go in yourself
and redact what else you wanted, that could help.”

In the same line of discussion where participants consid-
ered human oversight as essential in this workflow, as P19
mentioned “Twant to redact, but I wonder if it’s for a long docu-
ment, that would be tough to look for information, particularly
if the document is new to me.” P19 further asked “does AI know
level of privacy of different information, or it only detect ones
commonly known as private. how about adding low-medium-
high privacy label to information so Al can expand its’ range
of detection and I can choose easily.” P13 highlighted another
case where in her CV (own document), tool couldn’t redact
the address completely “there are international addresses that
the tool might not be able to recognize. It might be useful
to have, like, a manual option at the end.” This highlights
how human oversight is essential to handle inaccuracies
in Al-driven tools and the importance of context-specific
sensitivities.

6.2 Interactivity of Redaction Communication

Participants wanted to review and correct automated deci-
sions, especially when the system mistakenly removed or
retained information. P13 explained when working with an
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education document (CV) “i do not want my job experience
details, like location, to be hidden. I upload CV to chatGPT
to look for a relevant job based on my experience and within
certain location.” P13’s case not only highlights the need
for data minimization for privacy rather than performance,
where certain information, such as job experience and loca-
tion which can refine their query and provide better results
from LLM.

Another aspect of participants’ expectations in the inter-
active nature during redaction, such as, showing the status
of redaction, while the tool took 10-20 seconds for redaction.
P16 mentioned ‘T am fine with wait time, it make me think its
doing a job carefully, but in between, if you show a pop-up that
50% or 80% like progress, it will keep me engaged more.” Given
Al may not always meet the standards of contextual privacy
of people, participants wanted the process to be iterative,
where they could work with the system step by step rather
expecting the Al to get everything right at once. P7 noted
‘T would love iterative rounds to review and deselect or keep
information and chat with the tool to do certain redaction, or
to say I only want reduction in this section, and just leave ev-
erything else.” This iterative workflow was seen as balancing
automation with human judgment, improving both accuracy
and trust.

6.3 Trust Indicator for Restoration

We discussed the perceived trust of participants in restora-
tion in section , participants discussed several frictions such
as accuracy, degree of fidelity of restoration, transparency
of how its been restored 5.1.3. To overcome these frictions,
participants provided design suggestions for the tool to im-
prove trust. P4 discussed the need for signals or indicators
for accuracy “tool can say - restored with 98% accuracy or
flagged items requiring manual review.” Similarly P9 sug-
gested to show the the degree of restoration fidelity “if it
is able to show me that the original PDF content, and... the
information it actually restored. The matching... say, it was
able to restore 10 out of 10 words.” This highlights that statis-
tical or visual confirmation can help people trust the system
more. Another query from participants was about the data
processing within our tool itself. P11 suggested clarifying
that restoration happens on the their local computer rather
than being sent to external servers can reassure them more.

6.4 Beyond End Users: Broaden Privacy Awareness
in Social Dynamics

In the data minimization tasks with our tool, participants did
not frame privacy solely as an individual concern, instead,
they frequently invoked broader workplace and societal con-
texts. This reflects a conceptual expansion of privacy aware-
ness beyond self-protection to collective and professional
responsibilities.
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Figure 4. Density distribution of System Usability Scale (SUS)
scores from participants (N = 19). Red dashed line indicates
the mean (87.2), and the blue dotted line indicates the median
(87.5). The distribution shows a slight positive skew, with
most ratings clustered in the “excellent” range (80-100).

6.4.1 Processing and converting Clinical Data. One
participant who works on clinical trial data explained how
working with sensitive trial data required careful considera-
tion, P13 “I do work with data quite a bit... sometimes those
reports are in PDF, now I.. with the help of AL.. was able
to, for example, upload the proprietary data right into Al and
asked it to process it for me, and then also manipulate it in
different ways ” They emphasized that while most internal
data were in CSV or Excel, external reports often came in
PDF format, requiring additional steps where our tool can
serve the purpose of obfuscating during PDf extraction. In
reflecting on privacy, the participant clarified that even when
handling PDFs containing patient information, the privacy
concern was not only personal but also about safeguarding
trial subjects’ data .. the sense of my data was someone else’s
data... it’s kind of privacy for the patients. And down in the
process, I will have to redact it anyways, regardless of where
that data came from. so having that before I process with Al
is important.” This discussion pointed some new privacy
concerns in clinical data processing where Al is been intro-
duced for data extraction which also introduce new privacy
concerns. This also highlight how clinical use cases demand
tools that can keep patient’s information private during this
Al extraction process.

6.4.2 Data Minimization in Counseling Family Dy-
namics & Law enforcement. Another participant (P12)
drew attention to risks in family or counseling contexts. P12
who works in counseling, explained that adolescents often
disclose sensitive information about their parents during
sessions. They emphasized that not all of this can ethically
be shared with parents: ‘T have an adolescence, and they have
the session while their parents are there, not all the information
I can share it with the parent, because this kid is going to tell
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Figure 5. Session-level satisfaction ratings (N =
19) across three contexts: participants’ own doc-
ument, an educational document, and a financial
document. Ratings were given on a 5-point scale
(1 = Very Dissatisfied, 5 = Very Satisfied). Red dots
indicate mean values.

me information about their parents... I cannot keep the kid
silent, not expressing themselves, I need to take notes. So, later
in the process, I do another round of report by hiding certain
information.” She added that this is central to counseling
practice, where safety and trust require carefully deciding
what to reveal or redact where our tool would be great to
integrate.

She further drew parallels to law enforcement and child
protective services (CPS), highlighting the importance of
retaining proof while limiting unnecessary exposure “we
have to have proof or to the CPS, where we can reach out to
them, that this kid is not safe. So we have to have all these
forms saved in a safe place. We know what to show, we know
how to show it, and we know what to hide in the information.”
She further explained that in cases involving threats of harm,
proper documentation was essential both for protection and
for ensuring appropriate redaction. She noted that, unlike law
enforcement, they lack tools to support selective redaction
and must currently carry out this process manually.

6.4.3 Need for Obfuscation when Processing Informa-
tion of Others. Privacy responsibilities toward others also
emerged explicitly. P10 mentioned “the most important things
to hide and restore is social security number, my phone number,
or any of my supervisors’ or other people’s phone number. I
want safety for myself, but also don’t want to put other at
risk. but practically I do, its dificult to do it manually all the
time.” P17 talked about heavily processing academic article
and was skeptical if author names are something private.
Although many academic documents are public data, the
recognition while using our tool raises awareness beyond
self-protection toward stewardship of others’ data embedded
in documents.
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6.4.4 Understanding Medical & Identity Related Doc-
uments. Participants described scenarios where they pro-
cessed medical reports such as merged or compressed them
for institutional submission. One case where participants
uloaded medical document to ask ChatGPT to explain the
report in layman terms. As P15 reported “Although I thought
its risky to share my medical report and also deleted my chat,
but i really wanted to understand the report. I would have used
this tool then to obfuscate my name, address, phone, etc.”

Another participant, P19 highlighted how these workflows
amplified their privacy awareness: “..with my passport and
like for visa interview, all the documents that are required... to
compile all them in one single document, I did use these online
platforms. now that I think of it, it was a reckless move.” This
highlights many use cases where people knowingly trade
privacy for convenience due to a lack of support and the
need for manual effort.

6.5 Tool Evaluation & Results

For a more comprehensive evaluation of RedactoRestore, we
break down system evaluation into three key components.
First, we assess the PII detection capabilities of the tool, tak-
ing into account both the text and image modules. Following
this, end-to-end performance is also measured by evaluating
redaction and restoration tasks. This approach allows us to
gain a deeper insight into the system’s key modules’ function-
ality. Figure 6 shows the high level system evaluation plan.
We first create custom pdf datasets by embedding texts and
images from availa ble PII detection datasets and use them
to assess system performance. Each document is processed
using the tool, and the outputs are then analyzed to evaluate
the PII detection, redaction, and restoration performance of
the tool.

PII Detection Evaluation (Text) . We measure text PII
detection performance to assess how well RedactoRestore
detects text PII in a document. To further assess the ro-
bustness of the system, we choose datasets across differ-
ent domains, specifically legal, financial, and educational
documents, to measure its performance. We use the Text
Anonymization Benchmark (TAB) [53] for the legal domain,
the Clean Repository of Annotated Personally Identifiable
Information (CRAPII) [32] for the educational domain, and
the Synthetic Dataset for PII Detection and Anonymization
in Financial Documents (SFPII) [43] for the financial domain.
Additionally, we utilized the pii-masking-200k [2] dataset
to demonstrate the upper limits of the module’s capabilities,
as the pii_model was trained using a similar dataset. We
create PDF documents by selecting samples from the afore-
mentioned datasets (distribution shown in Table 3). We use
precision, recall, f1 and accuracy as our evaluation metric
for text PII detection evaluation.

Table 4 shows text PII detection modules effectiveness
in detecting PII very across different datasets. As expected,
the detection performance was best for pii-masking-200k
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Dataset Type Domain PII  Size Sample
TAB Text legal 8 1,268 50
CRAPII Text educational 12 22,668 50
SFPII Text financial 8 45,000 50
pii-masking-200k  Text general 54 209,000 500
Biv-Priv-Seg Image  general 16 1,028 87

Table 3. Description of datasets used to create documents
for PII detection evaluation

Dataset Precision Recall F1 Accuracy
TAB 0.5241 0.3750  0.4372 0.2798
CRAPII 0.2051 0.6154 0.3077 0.1818
SFPII 0.33 0.8991 0.4828 0.3182
pii-masking-200k 0.7813 0.9297 0.8490 0.7377

Table 4. Text PII detection evaluation results for each dataset

data, followed by SFPIIL. The recall values overall are much
better than precision scores for every datasets except for
TAB. In privacy-first approach for PII detection, having a
high recall is more important than high precision [53], as a
higher recall suggests the model is more effective in finding
any PII present in the document, while a lower precision can
be caused by over-redacting tokens, which only effects data
utility. Lower precision of cross-dataset testing can be ex-
plained by how the labels were mapped to those recognized
by RedactoRestore. We map each RedactoRestore recognized
categories to one category of a particular dataset. This many-
to-one mapping is not always appropriate, leading to more
false positives (FP), lowering the precision.

PII Detection Evaluation (Images). RedactoRestore lever-
ages a YOLOv11 [36] model to detect non-textual PII and
sensitive information, such as tattoos, credit cards, and other
visual identifiers. The model was fine-tuned on the BIV-Priv-
Seg [77] dataset, achieving an mAP50 score of 0.858 on the
validation split of the same dataset. We use the same vali-
dation split to create image PII detection evaluation dataset.
Since the PII detection in images is fundamentally an object
detection task, we adopt mAP@50 as well as mAP@80 as
evaluation metric.

For most classes, the average precision (AP) at both 50%
and 80% intersection over union (IoU) exceeds 0.7. How-
ever, a few classes fall below 0.5, with "condom with plastic
bag" showing the lowest AP@50 and AP@80 at 0.18. Both
mAP@80 and mAP@50 results are over 0.7. This is a good
performance considering the training dataset for the core
model was very tiny.

End-to-end Evaluation. We do an end-to-end evalua-
tion to assess the redaction and restoration performance
of RedactoRestore. Redaction performance is analyzed by
first redacting a document and then scanning it using OCR,
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Figure 6. RedactoRestore High-level system evaluation plan. Custom PDF datasets are first created by embedding texts and
images from existing PII detection datasets. These datasets are then used to assess system performance. Each document
is processed through the tool, and the resulting outputs are analyzed to evaluate PII detection, redaction, and restoration

performance.

Modality Precision Recall F1  Accuracy
Text 0.92 0.93 0.92 0.86
Image 0.61 0.49 0.55 0.37

Table 5. Redaction Results for both text and images present
in documents

Fidelity Metric Type Mean Median  Std. Deviation
Visual PSNR per page 25.86dB  24.63dB  4.50 dB

Visual PSNR per document 2597 dB  25.52dB  2.26 dB

Text chrF++  per document  0.98 0.99 0.02

Table 6. Restoration evaluation results

document parsers, and the image PII detector to extract in-
formation from the document. This process can be defined as
a binary classification task, where each token or image patch
is considered either visible (non-PII) or invisible (PII) after
automated analysis. These predictions are then compared to
the ground-truth labels to measure redaction effectiveness.
Accordingly, we use precision, recall, F1, and accuracy as
evaluation metrics.

We test restoration performance by restoring the docu-
ments redacted during redaction testing and comparing them
to their original counterpart. For restoration evaluation, we
take into account both visual fidelity (whether the restored
version looks like the original) and content fidelity (whether
the restored version says the same thing). For content fidelity,
all visible texts are extracted from both the original and the

redacted document using OCR. The extracted texts are then
compared to measure their similarity using the chrF++ met-
ric, which is an improved version of the chrF [54] metric
used for machine translation evaluation. For visual fidelity
assessment, Peak Signal-to-Noise Ration (PSNR) is calcu-
lated, giving an estimate of how much noise is introduced
through redaction.

For end-to-end testing, documents are created using texts
from the pii-masking-200k and images from the Biv-Priv-Seg
dataset (validation split). We select random texts and images
from the aforementioned dataset and create unique PDF
documents with preset layouts. We create 100 documents
like this, which are used to test redaction and restoration
performance.

Table 5 suggests that redaction performance for textual
PII is much better than the image modality. This is likely
due to sampling texts from the pii-masking-200k dataset
without any augmentations. This impressive performance
is consistent with the results in 4. However, the redaction
performance for the Image modality is not consistent with
the image PII detection results. This is mainly because end-to-
end testing dataset augments the images from biv-priv-seg
dataset unlike the image PII detection evaluation dataset.

Restoration performance of RedactoRestore varies in vi-
sual and text fidelity as suggested by the results in table 6.
Visually, each restored page shows 25.86 dB PSNR, which
indicates there might be some noticeable degradation in the
document, but still acceptable for consumption [56] [79].
This noise can be explained by how RedactoRestore restores
a redacted patch. However, in real-world documents, the
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PSNR value after restoration is expected to be much higher
since there are not as many PII present compared to the test
dataset. Contrary to the visual fidelity, text fidelity shows
exceptionally good performance with a mean chrF++ score
of 0.99 with 0.02 standard deviation. This shows that the
restored document and the original document have almost
no difference in their text content.

7 Discussion

While the principle of data minimization in the GDPR empha-
sizes that data should be “adequate, relevant, and limited to
what is necessary” for a given purpose, most computational
approaches have historically been service-centric rather than
user-centric. Our study shows that reframing minimization
around user control over disclosure, obfuscation, and restora-
tion opens new design opportunities for bridging gaps in
privacy awareness and agency in documents.

7.1 The role of Al in Data Minimization for
Documents

Participants generally valued the degree of user control of-
fered in the prototype. In addition to previously suggested
controls focused on user consent [31] or enhancing system-
level security and secure computation [35], various approaches
to privacy [22] and anonymization [7] do not ensure that
user information will only be used for its intended purpose,
primarily due to the limitations associated with techniques
that exclude end-users and their judgment during the data
collection phase. Moreover, recent studies highlight that Al
systems introduce complications in minimization since large
language models (LLMs) necessitate extensive textual inputs
and can potentially reconstruct redacted content through
inference or adversarial prompting [26].

Nonetheless, our findings suggest that Al can act as a
facilitator of minimization. For instance, the automated iden-
tification of personal data via computer vision techniques
illustrates how Al can assist in user-directed privacy man-
agement [16, 64]. Our research indicates that providing op-
tions for customizing obfuscation methods and managing
obscured information enables users to tailor documents to
suit various types of private content, intended recipients, and
visual presentation requirements. Additional controls may
also be beneficial, such as the ability to redact personal in-
formation in a document according to the severity level and
types of blurring or blackout to implement. Furthermore, we
identified user expectations for extra manipulation features
that allow for human-Al collaboration if inaccuracies arise
during redaction, helping to alleviate concerns that users
might feel confined to solely Al-generated decisions. How-
ever, more freedom also increases effort and cognitive load.
Balancing user agency and effort is thus a non-trivial design
goal that requires considering contextual and personal fac-
tors. Our results suggest that sense-making, helping users
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understand what information a document contains and why
it may matter for disclosure, is a critical step before redaction.
Similarly, for restoration, users expected the verification and
confirmation with visual or statistical indicators to trust the
result.

Consequently, we propose rethinking the role of Al in the
redaction process to align with users’ needs, utilizing the
framework established by Chung et al. [17] for designing
creative support tools. Previous initiatives have framed the
protection of personal information as a system-centric chal-
lenge focused on precise detection and removal. Our research
highlighted the importance of exercising judgment regard-
ing what is deemed sensitive content in context, resonating
with broader findings in HCI privacy research that suggest
“safety” is a contextual and relational practice rather than a
rigid technical attribute [46]. While our study demonstrated
that cutting-edge computer vision methods can perform well
in controlled assessments, they fall short in addressing the
intricate and contextual ways individuals evaluate disclosure
risks in documents. The insights from our user study rein-
force this notion and underscore the need to transition from
a system-centric approach to redaction toward a human-
centered, interactive model for privacy management.

7.2 Data Minimization for User & Stewardship of
Others’ Data

General Data Protection Regulation (GDPR) codifies data
minimization as a core principle, which requires that the
personal data necessary for a given purpose be processed.
However, most computer vision and NLP-based redaction
systems aim for maximal detection rather than purpose-
driven minimization and often it’s not context dependent.
For instance, Orekondy et al’s [49, 51] models treat all in-
stances of attributes like “face,” “license plate,” or “document
ID” as equally sensitive, independent of context. Similarly,
Presidio’s regex and NLP-based analyzers perform on the
side of broad redaction. By contrast, RedactoRestore par-
ticipants expressed the need to negotiate what should be
minimized, particularly in documents that mix sensitive and
non-sensitive details. This finding resonates with prior work
showing that privacy management often requires balancing
utility and confidentiality, with users strategically reveal-
ing or concealing information depending on task goals [60].
Our study contributes by operationalizing data minimiza-
tion as an interactive editing process, in which users can
progressively redact, review, and restore document content.

Another unique insight from our research is that partici-
pants perceived PII management not solely as safeguarding
their own disclosures but also as managing the sensitive
information of others. In both workplace and clinical set-
tings, participants regarded themselves as guardians of the
personal data of clients, patients, or coworkers. This res-
onates with CSCW scholarship emphasizing the social and
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collective dimensions of privacy [38, 58]. However, few ex-
isting technical solutions address this scope, while current
computer vision-based tools typically treat privacy as an
individual protection, rather the ethical and relational di-
mensions of document handling. Our findings thus call for
future work that designs for multi-party privacy responsibil-
ities in document workflows.

7.3 Algorithmic Accuracy to User-Centered Privacy

Our findings reveal that risk perception is deeply tied to
context: the same data element (e.g., a location or employer
name) could be considered either indispensable or danger-
ously sensitive depending on the intended task. For instance,
when participants submit CV to ChatGPT, their address or
locations are critical for searching through job openings,
where the address on the bank statement, even if it’s for
the bank itself, is considered private. Thus, current system-
centric approaches that treat categories like “face,” “license
plate,” or “document ID” as universally sensitive overlook
this variability [33, 50]. This situational framing complicates
the operationalization of privacy purely as a technical classi-
fication problem. Rather, for users, a system that can support
contextual negotiation [61], iteratively adjust thresholds,
combine styles (blackout, blur, replacement), and override
automated decisions from user input is considered effec-
tive. Our findings also highlight the preference towards the
visual trust indicator over the probabilistic Al systems in-
dicator, the indicator of local-only processing over faster
performance [72]. These highlights less on raw performance
and more on transparency, interpretability, and user agency,
which is a central focus for human-Al interaction [63].

8 Conclusion

In this work, we presented RedactoRestore, a privacy-preserving

tool that provides users the opportunity to selectively redact
and later restore sensitive information in documents before
sharing them with LLMs or online editing tools. By combin-
ing detection, reversible obfuscation, and restoration into a
single workflow, the system offers practical support for data
minimization in document processing. Our study with 20
participants showed that people value fine-grained control
over what they disclose, seek a balance between automation
and transparency with clear guarantees of recoverability.
Users emphasize the importance of interactive redaction and
express trust in restoration mechanisms that promote pri-
vacy awareness. Our tool shows how Al can contribute to
data minimization in document workflows, demonstrating
that it can grant end-users meaningful agency over personal
information and opening avenues for future systems that
integrate privacy, utility, and usability in a unified design.
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A Threat Model

Modern document workflows involve outsourcing tasks to
third-party services such as PDF editors, cloud storage sys-
tems, and large language models (LLMs). Users upload docu-
ments for tasks like merging, splitting, editing, or summa-
rization. While convenient, this creates a substantial privacy
and security risk: sensitive data such as personal identifiers,
financial information, or proprietary content can be inadver-
tently exposed to untrusted environments. Our threat model
therefore considers how sensitive content may be exposed
in each workflow stage, and how our proposed redact-and-
restore mechanism reduces the attack surface.

In modeling threats to document workflows, it is impor-
tant to first consider the categories of assets that require
protection. At the core is the document content itself, includ-
ing the raw text and embedded media such as names, iden-
tification numbers, contracts, or financial records. Closely
tied to this is the often overlooked layer of metadata: file-
names, timestamps, authorship information, and device iden-
tifiers can all leak contextual clues about the user or their
organization. There is also derived data to consider. Many
tools generate secondary artifacts such as vector embed-
dings, summaries, or structured analytics that may expose
sensitive information. Finally, the most critical assets are the
keys and access controls that govern restoration and authen-
tication. If adversaries compromise these, they could bypass
obfuscation and directly recover protected data.

Against these assets, several classes of adversaries must be
anticipated. External attackers, including eavesdroppers and
man-in-the-middle actors, pose a threat during file upload
or transmission by attempting to intercept the document in
transit. Service providers themselves, such as editing tools or
LLM platforms, also represent a risk: through intentional log-
ging, routine debugging, or retention policies, they may store
or analyze sensitive content beyond its intended purpose.
In addition, insider threats must be considered, malicious
employees or contractors within service providers who have
privileged access and can misuse it for data extraction. Fi-
nally, the rise of large language models introduces a novel
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Table 7. Threats across editing tools and mitigations in
RedactoRestore.

Step Threat Mitigation

Upload Interception Obfuscated upload only
Processing Insider access, logs ~ Process obfuscated text only
Storage Long-term retention  Vault separate; local key only

Output Tampering Local restoration map check

adversary strategy which is adversarial prompts. By provid-
ing manipulative instructions, attackers can trick an LLM
into revealing sensitive portions of a document. It opens up
a new vector of data leakage unique to model-based work-
flows.

A.1 PDF Editing Tools

Users upload files into cloud-based PDF editors for merge,
split, or annotation tasks. Threats arise at different stages:
upload, processing, storage, and output delivery.

Upload. During upload, the primary threat is interception
in transit. Adversaries positioned on the network (e.g., man-
in-the-middle attackers) can capture the entire file, including
identifiers, contracts, or medical information. Even when
transport encryption is in place, risks remain from miscon-
figured TLS, certificate injection, or compromised endpoints.
The impact is immediate disclosure of the document in raw
form.

Processing. At the processing stage, the document is ac-
tively handled by a third-party service. Threats include unau-
thorized internal access (e.g., service provider employees
viewing logs), and persistent storage in debugging or analyt-
ics pipelines. These threats can lead to long-term disclosure
beyond the intended task.

Storage. Many services retain uploaded documents, either
deliberately (for versioning, analytics) or inadvertently (in
caches, backups, or logs). The threat here is long-term re-
tention and forensic recovery. Even if a user deletes a file,
remnants may survive in server snapshots, archival systems,
or replicated databases. This poses a particularly high risk
for regulated data (e.g., GDPR, HIPAA), as disclosure can
persist long after initial processing.

Output Delivery. In the final stage, the user receives the
processed output. Threats include tampering with the re-
turned file (e.g., attackers injecting malicious macros or mod-
ifying the document) and subtle content injection (adding
misleading or adversarial data to influence later use). The
impact extends beyond disclosure, potentially compromising
integrity and leading to downstream harm if the altered file
is trusted.

A.2 LLM Services

Users also upload documents to large language model (LLM)
services for tasks such as summarization, question answer-
ing, or semantic extraction. These workflows introduce a
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distinct set of threats compared to PDF editing tools, partic-
ularly due to the nature of model training, embeddings, and
prompt interactions.

Upload. At the upload stage, the entire text of the docu-
ment is sent to the provider. The primary threat is that the
provider gains access to raw, confidential data. Even if pri-
vacy policies claim otherwise, uploaded text may be logged,
retained for fine-tuning, or exposed to insider access. The im-
pact is direct disclosure of sensitive content to an untrusted
service.

Context Injection. During interaction, adversaries may ex-
ploit the model with specially crafted prompts to reveal con-
tent from redacted regions. This class of threat, known as
prompt injection, can bypass intended safeguards and ex-
pose hidden information. The impact is targeted leakage of
sensitive fragments that were not supposed to be revealed.

Embedding Storage. Many LLM services store vector em-
beddings of uploaded text for retrieval, personalization, or
analytics. The threat here is that sensitive information, even
if partially masked, becomes encoded and retained in vector
databases. Since embeddings can sometimes be inverted or
deanonymized, the risk is long-term disclosure of private
information.

Model Outputs. Finally, model outputs themselves can
present risks. Even when the input text is obfuscated, models
may attempt to reconstruct or infer hidden content through
reasoning or pattern completion. Summaries may inadver-
tently reveal private information if placeholders are contex-
tually obvious. This threatens both confidentiality (through
unintended disclosure) and integrity (if outputs blend accu-
rate and fabricated details).

Across workflows, the primary risk is confidentiality loss.
Documents often contain personally identifiable information
(PII), intellectual property, or regulated data. Integrity threats
include the risk of tampering with processed files, while
availability threats are less critical but possible.

The RedacToRestore mechanism provides two fundamen-
tal security benefits: Minimized exposure. Only obfuscated
content is processed by third-party tools or LLMs, ensur-
ing that raw sensitive information never leaves the user’s
trust boundary. User-controlled restoration. The mapping be-
tween obfuscated placeholders and original content is stored
securely under user control, preventing unauthorized recon-
struction by external services.

A.3 Prototype Implementation

The implementation of a functional prototype has followed
the above design, featuring a graphical user interface to
guide users through the redaction and restoration process.
First, the user uploads a file in the interface. Upon file in-
gestion, the system automatically runs the Ingestion & Pre-
processing module, determining whether the file is PDF or
image-based. For PDFs, a pdf-reader extracts the text layer;

if unavailable, an OCR engine (Tesseract) is invoked. A doc-
ument layout model then segments the page structure and
extracts coordinates for text elements, tables, and embedded
figures. For images, a YOLOv10-based pipeline provides re-
gion proposals which are refined by image preprocessing
before segmentation. Once preprocessing is complete, the
user is prompted to scan for sensitive information. Under
the hood, the prototype uses a fine-tuned BERT-based PII de-
tection model to classify text entities such as names, emails,
phone numbers, addresses, and identification numbers. For
visual content, the system employs an image model trained
on BIV-Priv-Seg to identify privacy-sensitive regions. For
face detection, we integrated the OpenCV Haar Cascade
Classifier [47], a lightweight but robust method for locat-
ing frontal faces. This choice allows the system to identify
faces even in mixed-layout documents without adding signif-
icant inference overhead. For logo detection, we adopted the
YOLOv8-based OpenLogo fine-tuned model [57] from Hug-
ging Face. This detector is trained on a wide set of corporate
and institutional logos, making it appropriate for spotting
brand marks or organizational symbols that often carry sen-
sitive associations. Both detectors output bounding boxes
that are merged with text and segmentation results. All can-
didate redactions are unified through a coordinate mapping
step, producing a set of redactable elements that are then
passed to the subsequent modules.

After scanning, the prototype presents the results in an
accessible UL Detected sensitive content is highlighted in the
preview and summarized by category in a sidebar (Figure 3).
For example, if the file contains an email and a phone num-
ber, the sidebar will list “Email Addresses (1)” and “Phone
Numbers (1)” with the found instances listed under each. At
this stage, users can choose how to proceed with redaction.
A combination of Select All and Redact File button allows one-
click removal of all detected items using default settings (e.g.,
black bar overlay for text and removal of all metadata). Alter-
natively, the user can click Customize to adjust the redaction
settings. In the customization view (Figure 3), each sensitive
item can be individually selected or deselected for redac-
tion, giving users granular control over what to redact. The
user can also select the redaction style: our prototype sup-
ports placing black bars over text, replacing text with blurred
boxes, or substituting the text with a [REDACTED] label. Each
style provides a different visual cue when the original text is
actually hidden. This supports a range of privacy preferences,
from maximum redaction to selective redaction.

Once the user confirms their choices and clicks Redact File,
the system performs redaction and securely stores the data.
Implementation-wise, the prototype generates a redacted
version of the file in memory. For each selected sensitive text
item, the system masks the text and overlays the chosen ob-
fuscation. For instance, if the user chose black bar redactions,
it draws opaque black rectangles over the exact coordinates
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Table 8. Threats and mitigations across LLM workflows.

Step Type Description
Upload Threat Provider gains raw, confidential data.
P Mitigation Only obfuscated version is uploaded.
N Threat Prompt injection leaks hidden data.
Context Injection ——— — -
Mitigation Only placeholders are processed; sensitive text hidden.
Embeddine Storace Threat Sensitive info retained in vector DB.
& & Mitigation Embeddings are computed from obfuscated text, not raw PII.
Model Outputs T}?r'eat ' Summar}es may reconstruF:t prl\‘late ll'lfO.
Mitigation Restoration occurs only client-side with user key.
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Figure 7. Overview of the RedactoRestore system architecture. The workflow is divided into five modules: (1) Ingestion &
Preprocessing, which imports the file, classifies its type, and extracts text or image regions; (2) Sensitive Information Detection,
combining text PII models, image segmentation, face and logo detectors with a coordinate mapping stage; (3) Metadata
Extraction & Redaction, encrypting metadata and applying visual overlays to redactables; (4) Data Storage & Security, storing
original content in encrypted JSON with audit logs; and (5) Restoration, which validates, removes overlays, and reconstructs

the original content after third-party processing.

of each sensitive word/phrase. If the [REDACTED] text op-
tion is chosen, the system replaces the original text string
with the placeholder word formatted to match the original
font size and style. In both cases, the original text is no longer
present in the visible text layer. All original sensitive data is
simultaneously recorded for storage: the prototype compiles
a JSON object containing each redacted item’s original text
and its position, and its category/type. Before saving, the
JSON is encrypted using a symmetric key algorithm where
the key is derived from a system-generated secret kept lo-
cally. This encrypted JSON serves as a secure vault of the
sensitive information. It logs the redaction actions including
a timestamp and the types of data removed to an internal
audit log for later reference. Finally, the redacted file is the

output to the user. The modified file is automatically down-
loaded with a new name (e.g., FileName_Redacted.pdf). A
confirmation message notifies the user that redaction is com-
plete. At this point, the user can forward the redacted version
to the Third-party Services (TPS) for processing.

After the TPS have processed the redacted file, the user can
invoke the restoration process to recover the original content.
In this prototype, it is achieved by loading the processed ver-
sion back into the tool and selecting a Restore File function.
To ensure secure and reversible redaction, our prototype
embeds information about the redacted regions in the PDF’s
metadata rather than directly overlaying it on the page. This
design avoids a key limitation of conventional approaches:
when a PDF is flattened (i.e., all layers merged into a single
uneditable image), the entire page becomes unselectable. If
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we do encoding on PDF pages, such actions will prevent the
preservation of structural cues. In our system, sensitive text
or images are removed from the visual layer so they cannot
be scraped by third-party services with OCR or text parsers,
but metadata containing only bounding-box coordinates can
be retained. These coordinates are harmless on their own, as
they do not include the original sensitive content, but they
provide sufficient reference points to support future restora-
tion by an authorized user. This approach balances privacy
protection since no recoverable sensitive data remains in the
flattened PDF with reversibility since redacted regions can
later be reconstructed using the coordinate metadata. The
Restoration module then uses the previously stored sensitive-
data JSON to reconstruct the data. First, the prototype locates
the encrypted JSON file corresponding to the file (using a file
ID) and decrypts it after validating the user’s keys if required.
The system then parses it to identify the redaction markers.
For black bar overlays, the prototype knows the coordinates
from the JSON) and simply removes those drawn rectangle

objects. For [REDACTED] text placeholders, it searches the
file text for the placeholder strings. The mapped coordinates
may not match as the processed file can have changes in
pages or positions. So, it finds exact mapping through em-
bedded invisible redaction ID. Once located, it re-inserts the
original content: for each redacted item, the original text
from the JSON is placed back into the exact position and
with the original font styling. In case the TPS have added
new content or comments to the PDF, our restoration proce-
dure is designed to merge those changes with the original
text. For example, by ensuring that newly added annotations
remain while the underlying text is restored. The prototype
also restores the file metadata by writing back any saved
metadata fields. After removing all obfuscations and rein-
serting content, the output is a file identical to the file type
as it existed before redaction. The sensitive JSON and any
keys can then be disposed of, or retained for record-keeping,
depending on user preference.
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